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Abstract — The problem of malicious false data injection to the
power system state estimators has gained a lot of attention
recently. By launching false data injection attacks, an attacker
can manipulate the injected data to bypass the bad
measurement detection and identification and also arbitrary
bias the results of state estimation. Of interest are sparse data
injection attacks that involve the compromise as few
measurements as possible. In this paper, an approach based on
matroid theory to construct sparsest attacks is proposed. It is
shown that finding the undetectable attacks is reduced to finding
the cocircuits of vector matroid that defined over measurement
relations. By applying this approach, an attacker can efficiently
generate collection of sparse undetectable data injection attacks
and also more sparse unidentifiable attacks, those, while being
detected, still allow to change the results of state estimation in a
predicted way. Success of these attacks is demonstrated through
simulation using 14-bus power system.

Index Terms—Power system, cyber security, false data injection,
state estimation, vector matroid.

. INTRODUCTION

Modern power grids are increasingly dependent on
information and communication technologies in order to
achieve higher efficiency, reliability and sustainability. The
development and implementation of more advanced sensing,
communications and control capabilities for power grids
enables better monitoring and smarter control. This greater
dependence on information systems however creates a new
layer of threat arising from cyber intrusion potentially leading
to destructive physical effects.

Recently, there has been considerable research concerning
false data injection attacks, a class of the integrity attacks, in
which an attacker who is able to compromise the measurement
devices and/or to hack the communication networks can inject
the malicious measurements transmitted to a control center in
order to mislead the Energy Management System (EMS)
about operating state of a power grid. A range of objectives
pursued by an intruder lies from hiding the facts of electricity
theft to provoking a system operator to take a control actions
changing the power flow in a way beneficial to a particular
participant of electricity market. The consequences of control

actions, taken under the influence of false information, may be
emergency situations, causing failures of specific components
and the whole power systems.

In EMS, a barrier to a measurements information that was
corrupted or falsified, is an on-line state estimator, one of the
most important function of which is bad data detection and
identification [1]-[3]. It is well known that the robustness of
any estimator is essentially a function of the local redundancy
in the measurements [4]-[8]. These fundamental limitations
were exploited in [9], showing that it is possible for an
attacker to inject a relative small number of malicious
measurements that will bypass any bad data detection
algorithm. This result initiated a lot of research targeted
towards developing methods for constructing the undetectable
attacks, as well as defensive mechanism [10]-[16].

In this paper we examine the false data injection attacks
from the attackers’ point of view, and propose an approach to
constructing those based on the matroid theory. The matroid
theory is a branch of mathematics developed from the linear
algebra and the graph theory, generalizing the structure of
independence relations [17]. This theory has been applied to
evaluate the adequacy and reliability of a measurement system
for power system state estimation [7], [18], [19]. The method
being developed allows generating a collection of sparse
undetectable attacks and also more sparse unidentifiable
attacks, those, while being detected, still able to change the
result of state estimation in a predicted way. The next Section
discusses vulnerabilities of state estimation that enables
undetectable and unidentifiable attacks. In Section Il the
proposed method is presented and explained. In Section IV
success of attacks is demonstrated through simulation using
IEEE 14-bus system

Il.  PRELIMINARIES
A. False Data Injection

In this paper we adopt a linearization of power system
equations around a nominal state and employ the following
measurement model:

Z=Hx+E§, Q)
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where X is the n-dimensional state vector to be estimated from
a set of m measurements contained in the vector z and
corrupted by the Gaussian noise vector & H is mxn
measurement Jacobian matrix. Estimated system states are
used to calculate all power flow quantities in the system.

In the presence of malicious false data attack, the
corrupted measurement is

Zz=Hx+§&+a, 2

where vector a is malicious data injected by an attacker.
Following [15], we name attack as a pair A = (S, a) consisting
of a set S of measurements being modified and attack vector a,
sothati e S< a;#0.

State estimation processes a set of available measurements
to detect, identify and remove all bad data so that they would
not corrupt the state estimates. An attacker takes advantages of
inherent weakness of state estimators to construct an attack
vector a that bypasses bad data processing and biases
estimated quantities.

In the real world, coordinated attacks that involve a large
number of geographically isolated measurements are
improbable. Because of that, not every attack can be
practically implemented. Attacks that has low set S
cardinality and very sparse vector a are more probable to
carry out.

B. Vulnarabilities of State Estimation

Fundamental limitations of bad data detection and
identification capabilities are imposed by the local
redundancy of the available measurements as defined by
power grid topology and measurement configuration.

It is well known, that gross error in a critical measurement
can be neither detected nor identified [4], and that gross error
in critical pair of measurements is detectable but not
identifiable [see discussion in 20]. More general, any k-1
gross errors in a critical k-tuple of measurements are
detectable but not identifiable [5]. Therefore, by manipulating
critical measurements, attacker can bias the result of the state
estimation while avoiding detection at the control center [21].
Furthermore, under false data injection into any k-1
measurements of a critical k-tuple, the state estimator can
detect that there are bad data but it cannot identify the
measurements  being attacked. As a result, valid
measurements are rejected whereas some falsified ones are
kept.

Taking into account that any state estimator can fail when
conforming measurement errors form certain structures in
data, the capabilities of an attacker to launch successful
attacks are further increased. A vulnerability based on this
feature was used in [9] to construct undetectable attacks in
the absence of critical measurements. It was shown, that bad
data are undetectable if an attacker choose the attack vector in
such a way that

a = Hb, 3)

where b = 0. It was found in [12], that attack vector (3)
comprises an undetectable attack A = (S, a) if and only if a
power grid becomes unobservable when the measurements of
S are deleted. We note here, that by definition [5], minimal
set (with respect to inclusion) that satisfies this condition is a
critical  k-tuple. Therefore, any critical k-tuple of
measurements can be used to construct undetectable attacks.

The identification of multiple conforming bad data is one
of the most difficult problems in state estimation. Based on
the robustness concepts it was shown in [6] that if majority of
measurements of a fundamental set associated with a state
variable are perfectly conforming, then any estimator will
break down. In this paper we use more strong condition. In
[7] it was found, that bad data are topologically identifiable if
neither critical k-tuple contains majority of bad
measurements, that is

fi <[k -1y2], (4)

where f; is the number of bad measurements in i-th critical k-
tuple of size k;, [y] denotes integer part of y. It means, that in
case f; > [k;/ 2] there is always a combination of errors that,
being adding to f; measurements, makes bad data identification
to fail. Utilizing such vulnerability enables to construct more
sparse attacks.

Ill.  ATTACK CONSTRUCTION BASED ON MEASUREMENT
MATROID

A. Relation to Matroid

A matroid can be viewed as an abstraction of the linear
independence relation in vector spaces. The structure
M = {E, 3} is said to be the matroid of the matrix B if E
corresponds to the set of columns of B, and 3 contains all
linearly independent subset of columns [17].

We define matroid on the transposed H. Let
Z={z,,....,Zn} be a set of m measurements. Each
measurement z; € Z is associated with a unique column
vector e; in matrix H'. We define 3 = {J}, where J c 3, such
that all column vectors e; associated with z; € J are linearly
independent. Then M = (Z, 3) is vector matroid over Z with a
collection of independent sets given J. We call it
measurement matroid.

In [18] a connection is shown between concepts
associated with matroid structure and those with power
system observability. In particular, a base of matroid M
(maximal independent subset J < J) corresponds to a set of
basis measurements, a cobase — to a set of redundant
measurements; a fundamental cocircuit of a matroid M — to a
critical k-tuple of measurements, a coloop — to critical
measurement, and so on. In order to construct attacks, we
utilize the concept of fundamental cocircuits.

By a series of elementary operations matrix H' can be
reduced to matrix C, known as standard representation matrix
of the matroid M:

c=, D] 5)



where |, is nxn identity matrix, whose columns correspond
to the basis measurements, and D is some nx(m-n) matrix,
whose columns correspond to the redundant measurements.
The index set of the columns with nonzeros in a row of C is
the fundamental cocircuit that corresponds to the critical k-
tuple of measurements. Note, the standard matrix C is not
unique, i.e. we can shuffle basis vectors to derive different
matrix representations of the same matroid.

Zero injections associated with network buses that have
neither load nor generation can not be corrupted and should
be contracted from the measurement matroid.

B. Undetectable attacks

Proposition 1. If S consists of measurements of i-th
fundamental cocircuit of the matroid M, and vector a is set in
proportion to the corresponding transposed vector row of

matrix C, that is a=AC , where A is any number, then the
attack A = (S, a) is undetectable.

Proof: Standard representation matrix C can be computed
from the sparse LU decomposition of the rectangular matrix
H:

H=LU=(L'(Lu)=C"T, (6)

where L=(LI L )T is mxn matrix, whose first n rows form

a lower triangular matrix L, U is nxn upper triangular matrix.
It follows from the equation (7) that the marpuna C is related
to the matrix H through transformation matrix T, so that the

attack vector is a=AC =AHT, where T; is i-th column

vector of T. Recalling the condition (3) we conclude that
attack is undetectable.

The remarkable property of the undetectable attacks,
formed based on the measurement matroid is their
irreducibility. An attack A = (S, a) is called irreducible [15] if
there is no undetectable attack A’ = (S, a") with S’ < S.

The fundamental system of cocircuits produced from the
standard representation matrix (5) provides the an attacker n
different undetectable attacks at once. To generate all
possible attacks one needs to enumerate all cocircuits of the
measurement matroid M. This can be done in incremental
polynomial time [22], although the exponential increase of
number of cocircuits as the number of measurements grows
makes this task practically impossible. At the same time,
calculating the linear combination of every two row vectors
of one standard matrix (5) can provide a considerable
diversity of attacks, which includes all the attacks A = (S, a)
with |S|=1 and |S|=2, if those exist. Alternatively, a
multitude of different standard representation matrix (5) of
the measurement matroid can be calculated, then a collection
of attacks extracted from those by eliminating the repeated
ones.

C. Unidentifiable attacks

As discussed in Section Il, in order to cause a
misidentification of bad data, it is sufficient to compromise a
majority of measurements of a critical k-tuple.

Let us consider the set of measurements of an arbitrary
critical k-tuple and divide the set into two disjoint subsets S
and T. An attack A = (S, a) is topologically unidentifiable, if
[S|>|T| and upon deleting the measurements of set T it
becomes undetectable, i.e. there exist a vector b =0, that
ai=Hb,ieT.

Indeed, the measurement
unidentifiable attack

equations (2) under an

y, =H,x+§, +4a, ieS @)
Yy, = Hx+§&,, ieZ\S
can be overwritten in an equivalent form:
y, = H,(x+b)+¢,, ieZ\T -
y, =H,(x+b)+& —Hb, ieT.

Obviously, the number of measurements that are not
consistent with the state x is |S|. Whereas the number of
measurements that are not consistent with (x + b) is less than
that, as by assumption |T| <|S|. Any high-breakdown point
estimator will give an estimate close to (x + b), which may be
far away from x.

Proposition 2. Let i-th cocircuit, represented by row
vector C; has size k;. If S consists of a measurement subset of
a cocircuits, so that |S| > [k; /2], and nonzero elements g;,
i € S, are set in proportion to the corresponding elements of
Ci, then the attack A = (S, a) is unidentifiable.

The number of the unidentifiable attacks produced from
the standard representation matrix (5) is considerable larger
than a number of undetectable attacks. Moreover, an attacker
is less constrained in means of implementation of an attack,
as the number of measurements to which an unauthorized
access is required can be up to 2 times less than in case of an
undetectable attack.

We note, that methods for bad data processing used in
today’s practice do not have high-breakdown point and they
can fail when even |S| <[k;/2], ki>3. On the other hand,
such methods can withstand some unidentifiable attacks [8],
[18].

D. Targeted attacks

The discussed attacks are able to change the results of the
power system state estimation in an arbitrary way. Of more
interest are the targeted attacks in which the attacker aims to
find an attack vector that biases certain chosen power system
quantity by certain value.

Consider a t-th measured quantity z. Let B be the value by
which an attacker wants to change the estimate of z, and
(cy,..., Cy-..., Cm) be row vector of the cocircuit, contained t-th
measurement. Then, entries of the attack vector are:

a=pcilc )

If target quantity is not measured, then an enlarged



measurement matroid is used with a ground set extended by
additional target element. The matrix underlying the matroid
is obtained from matrix H by concatenating the row vector
hm+1 associated with unmeasured quantity to H.

A target will be achieved by launching any undetectable,
also unidentifiable attacks A = (S, a) with |S| =k; -1, k; > 2.
Otherwise, when [S| < k; — 1, desired change in target quantity
cannot be guaranteed. This because the state estimator with
low breakdown point under multiple conforming bad data can
reject valid measurements different from ones of set T, so the
bias of the target quantity will differ from .

E. Protected measurements

Certain measurements in the power grid are protected
from attacks by encryption. This imposes a constraint on the
attacker by requiring that the values of the attack vector a
corresponding to the protected measurements be made 0. This
requirement is implemented in different ways for
undetectable and unidentifiable attacks. For undetectable
attacks, preliminary contraction of protected measurements
from matroid is performed in order to avoid generating
cocircuits containing protected measurements. Note, that if n
basis measurements are protected, then by series of n
contraction the measurement matroid is reduced to the empty
matroid. In such a case, an attacker is not able to launch an
undetectable attack. For unidentifiable attacks, protected
measurements are just not included into S.

The system operator can independently verify values of
some measured or unmeasured quantities, and the attacker is
constrained to not affect the estimates of those quantities. In
this case, the contraction of the associated elements of
matroid is performed for both undetectable and unidentifiable
attacks.

IV.  SIMULATION RESULTS

The method developed is demonstrated using the IEEE 14-
bus system of Fig. 1 for which a DC model is considered. We
suppose that 20 real power measurements represented by
circles in Fig. 1 have no random noise. The aim of an attacker
is to increase the estimate for the branch power flow P, by
the value =10 from 55.15 to 65.15 MW. The largest
normalized residual (LNR) method is used to detect and
identify bad data in state estimation. Two cases are
considered.

A. Targeted undetectable attacks

The collection of undetectable attacks is extracted from the
matrix representation (5) of the measurement matroid
modified by adding targeted power flow P,, and contracting
zero injection pseudo-measurement P;. Additional attacks are
calculated by a linear combination of every two row vectors of
the matrix.

The collection obtained includes 11 targeted undetectable
attacks that inject malicious errors into 3 or 4 measurements:

1) a;=10.0,a;,=-62.18, ag=-41.87;
2) g = 100, dg = — 4187, g =— 3927,
3) a, =10.0, ag =—41.87, ag = — 45.08;
4) a,=63.72, a5 =—ag =53.72, a3 = — 41.87;

5) as=-as=—10.0, a; = 63.72, ag = — 41.87;
6) a,=as= 11.74, a, = 25.06, ag = 20.31;

7) ay=a3=7.91, a,=20.14, a; = — 20.31;

8) a;=a;=-7.80,a;=—103.47, ag = — 83.16;
9) a,=a,=-44.25, a,=69.31, ag = 20.31;
10) a; = a, = 29.80, a, = 49.94, a; = — 20.31;
11) a; = a, = 7.46, a; = — 72.66, ag = — 52.36.

Simulation of these false data injection attacks have
shown that each of them bypasses LNR method and
successfully modifies the estimate for P,.4 by the given value.
Table | presents typical result of the state estimation
performed under a 7-th undetectable attack which
compromise 3 power injection measurements P,, P,, P, and
power flow measurement Py_s.

—O— Power measurements

Figure 1. |EEE 14-bus test system

B. Targeted unidentifiable attacks with restrictions

In this case, we suppose that the system operator can
independently verify power injections in the buses #1 and #2.
Thus an attacker needs to ensure that the estimates for P, and
P, are kept unchanged. To satisfy this restriction, the
measurement matroid is modified by contracting these
measurements. The collection obtained includes 8 targeted
undetectable attacks that inject malicious errors into 4 or 5
measurements:

1) as=-as=-10.0,a;,=-73.76, ag = — 41.87;

2) ay=-a3=3.81,a,=-87.73, a3 =—67.42;

3) Ay =—adz = 381, dg = — 6742, ajp=— 5540,

4) a5 =—dg=— 100, dg = — 4187, djg=— 4657,

5) a,=-a3=3.81,a3=-67.42, a9 =— 63.60;

6) as=-as=-10.0,ag=—41.87, a9 =—53.47,;

7) ay=-—a3=-6.25a5=—as=—26.39, a; = — 50.85;
8) a,=-a3=-20.12, a5 =—a5=—62.78, ag = 92.98.

This set of undetectable attacks has 54 unidentifiable
attacks. Each of the first 6 attacks shown gives 4
unidentifiable attacks with |S| = 3, while each of the last two
gives 10 attacks with |S| = 3 and also 5 attacks with |S| = 4.

Consider the undetectable attack number 7. An
unidentifiable attack vector is formed from 3 malicious data



items, az=-6.25, as=-ag=-26.39, injected into power
flow measurements P;5, P,3 and Ps,. The LNR method
detects the bad measurements, but rejects valid ones, Py, and
Ps.7, so that desired change of estimate P, is achieved (see
Table 1). Note that LNR method does not have high
breakdown point, and fails when only two measurements are
attacked, for example, under injection as=-26.39, a;=-
50.85, but it identifies the attacked measurements correctly
when injected data items are the following: a, = —az =—6.25,
as = —26.39.

Simulation of all 54 unidentifiable attacks has shown that
47 of those are successful. The LNR method identified 4
attacks. The remaining 3 attacks bypassed the LNR, but the
desired change to P, was never achieved.

TABLE 1. RESULTS OF THE SIMULATIONS

Paramet Me_as. True _ Case 1l i _ Case 2 _

" | point | value | Estimate | Residual | Estimate | Residual
Py 1 219.00 | 226.91 0.0 219.00 0.0
P, 2 14784 | 147.84 0.0 141.59 6.25
P15 3 71.16 79.07 0.0 77.41 0.0
P, 4 18.30 38.44 0.0 18.30 0.0
P,.3 5 70.02 70.02 0.0 43.63 0.0
Ps., 6 -70.02 -70.02 0.0 -43.63 0.0
P, 7 -47.80 -68.11 0.0 -47.80 0.0
P45 8 -61.75 -61.75 0.0 -61.75 0.0
Pg.7 9 0.0 0.0 0.0 -36.87 36.87
Pg.7 10 -28.36 -28.36 0.0 -28.36 0.0
Pg.14 11 9.64 9.64 0.0 9.64 0.0
Pg.10 12 5.77 5.77 0.0 5.77 0.0
Pe.11 13 6.73 6.73 0.0 6.73 0.0
Pg.13 14 17.25 17.25 0.0 17.25 0.0
Ps.12 15 7.61 7.61 0.0 7.61 0.0
P31 16 -1.51 -1.51 0.0 -1.51 0.0
P1314 17 5.26 5.26 0.0 5.26 0.0
Pi3 18 -13.50 -13.50 0.0 -13.50 0.0
P43 19 -5.26 -5.26 0.0 -5.26 0.0
P1ag 20 -9.64 -9.64 0.0 -9.64 0.0
Ps.4 - 55.15 65.15 - 65.15 -

V. CONCLUSIONS

The new method based on the matroid theory for
constructing the sparse undetectable and sparser unidentifiable
false data injection attacks on power system state estimation
has been developed. The collection of attacks is generated
from the standard representation matrix of the measurement
matroid. The method allows constructing targeted attacks and
is able to take into account the restrictions imposed by
presence of the protected measurements. It has been shown
that the number of unidentifiable attacks significantly exceeds
the one of the undetectable attacks. Moreover, protection of n
basis measurements used as a defense mechanism against
undetectable attacks is not efficient in case of unidentifiable
attacks.
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